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O manpas/ieHuu nHPOpMaAITUU

JlemapTaMeHT TrOCylapCTBEHHON TIOJIUTUKH B cdepe obmero obOpa3oBaHUs
MwunobOpHayku Poccum HampasisieT il CBefleHWsA paspaboTaHHble BpemeHHOM
komuccueir CoBera ®@exmepanuu 10 pa3BUTHIO HHGOPMAIMOHHOTO OOIIecTBA
MeTOAWYEeCKHe DPEeKOMEHJAINK O pa3MelleHWH Ha WHGOPMAIMOHHBIX CTeHJIaX

obUIMATBHBIX __ WHTEDHET-CAalTax W JAPYIUX  WHQODPMAIIMOHHBIX ___pecypcax
00111e06pa30BaTENbHBIX OPraHU3AIUA M _OPraHOB, OCYIIECTBJISAIOIINX VIIDABJIEHHUE B
cdhepe obpasoBanus, uHGoOpMAaKK 0 6€30IaCHOM ITOBEJIEHUN U KCIIOJIh30BAHUU CETH

'UnaTepHer'.

Jupexrtop [lenapramenTa
A.E.Iletpos
IIpunoxenue

[Ipunoxenue. MeToanyeckrue peKOMeHJAMU O pa3MellleHUN Ha TH(POPMaIMOHHBIX
CTeH/1aX, OQUINATILHBIX MHTEPHET-CAUTaX U APYTUX UHPOPMAITMOHHBIX pecypcax
00111e00pa3oBaTeIbHBIX OPTaHU3AIUH U OPTraHOB, OCYIIECTBIISIONINX YIIPABJIEHHE B
cdepe obpazoBanus, nHPpOpMAK 0 6€30ITaCHOM MOBEAEHUH U UCIIOJIb30BAHUH CETH
"HUuTepHer”

dkcnepramMu U wieHaMu Bpemennou komuccuu CoBera ®Pefepaliii 1O Pa3BUTHIO
WH(OPMAIIMOHHOTO O0IIECTBA B paMKaX BBIIIOJTHEHHUS PEKOMEHJAINUA MapIaMeHTCKUX
caymiaHui "AKTyasibHbIE BOIIPOCHI oOecriedeHusi 0e30MMacHOCTU U Pa3BUTHs JleTeN B
nHGOPMAIMOHHOM ITpocTpaHcTBe", KoTopble mponutu B CoBete Pemeparnyy 17 amnpes
2017 T., ObUIHM pa3paboTaHbl METOAWYECKHE PEKOMEHAIMU O pa3MelleHud Ha
WHPOPMAIIMOHHBIX  CTeHJAX, OQUIIMAIBHBIX  HHTEPHET-CAUTaX ©W  JPYTUX
MHQOPMANMOHHBIX pecypcax o00Imeo0pa3oBaTeIbHBIX OpraHU3allid ¥ OPTaHOB,
OCYIIIECTBJIAIONIUX yIpaBjeHne B cdepe obpaszoBaHusA, WHPoOpManuu O 6e30macHOM
IOBEJIEHN W WCIOJb30BaHUM ceTu ' HHTepHer" (maslee - MeTOAWYECKUE
PEKOMEH/IAIUH ).

Meroauueckrie PEKOMEH/IAIMHA HaIpPaBJIEHbl HA KAYeCTBEHHOE IOBBIIIEHUE YPOBHS
MHDOPMAIIMOHHON JEeATETLHOCTH 00I[e00pa3oBaTeIbHbIX OpPraHU3alui U OpPTaHOB,
OCYIIIECTBJIAIONIUX yIpaBjeHHe B cdepe 0Opa3oBaHHsA, B YaCTH HHQPOPMHPOBAHUSA
YUaIuxcs, UX pojiuTesiel (3aKOHHBIX MIPeJ/ICTaBUTEJIeN) U MeJarOTHUeCKUX PAaOOTHUKOB
00 OCHOBHBIX acIieKTax HHPOPMAIMOHHOM 6€30ITaCHOCTH.

MeTtoiyeckrie peKOMeHJAINU IO3BOJIAT 00IIeo0pa30BaTeIbHBIM OpPraHU3AlUAM U
opraHaM, OCYIIIeCTBJISIONINM yIIpaBJjieHHe B cpepe 00pa30BaHUsA, aKTyIN3UPOBATh Y2Ke
HCIIOJIb3yeMble U pa3MellleHHble MHOPMAaIlMOHHbIE MAaTEPHUAJIBI, TAK U IMOJTOTOBUTH UX
B CJIy4ae UX OTCYTCTBUS C YUE€TOM JIYUIIUX MIPAKTUK U PEKOMEH AU,

B pamkax MeToimuecKUX peKOMeHJalliil pacCMaTPUBAIOTCA CJIeIyIolie MHCTPYMEHTHI:
1. “"HOPMAIMOHHbBIE CTEH/bI;

2. oduInaIbHble THTEPHET-PECYPCHI;
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3. CpeacTBa MaccoBOU I/IH(I)OpMaI_II/II/I (HII{O]IBHbIe I'a3€Thbl, IIeJarorndyeCKkmue nu3Janud "
Apyrue).

MNHdopmMaunoHHbIe CTeHbI

Ha wundbopmanmoHHBIX CcTeHZax B  00IeoOpa3oBaTeIbHBIX  OpraHU3AlUAX,
PAacIoIOKEeHHBIX B (oiie yuperkJieHUui M B KaOMHEeTax, OCHAIIEHHBIX ITePCOHATbHBIMU
ycTpouicTBaMHM /I BBbIXoAAa B ceTh 'HTepHeT', peKOMeHJyeTcsi Pa3MecTUTh
“HDOpMAlMOHHbIE NaMATKU, COJlepKalllie OCHOBHBIE COBETHl 10 00ecleueHUI0
MHOPMaMOHHON 0€30aCHOCTH YIaI[HXCH.

B npunoxennu NO 1 Kk MeTOANYECKUM DEKOMEeHIAINAM IIpe/icTaBaeH oOpasel] MaMATKI
JULS pa3MelleHusa Ha NHPOPMAIlMOHHBIX CTEH/IAX.

CpeacTtBa maccoBon MHopmaumm

B cpencrBax MaccoBo uHGOpPMAIUM, OpPUEHTUPOBAHHBIX Ha OO0y4amoIIuxcs,
peKOMeH/IyeTCsl B TeueHHe yueOHOTO Tofia PeryJisipHO IMyOJIUKOBaTh UH(POPMAIIMOHHBIE
MaTepuajibl, IIOCBAIIEHHbBIE OTACJIbHBIM aCIIEKTAM HH(I)OpMaHHOHHOfI 66301'IaCHOCTI/I, a
TaKKe pa3INYHbIE MAMSATKHU O0IIero XxapakTepa.

B cpencrBax MaccoBoit uHQOpManuu, OPUEHTUPOBAHHBIX HaA I€JarOTUYECKyI0
OOIIIECTBEHHOCTh, PEKOMEH/IyeTcs B TeUYeHHe KaJIEHJAPHOTO TOJa PEryJspHO
myOJIMKOBaTh WH(OpPMAIMOHHBIE MAaTE€pUAIbl, MOCBSIIEHHBIE OT/IEJIBHBIM ACIIEKTaM
MH(OPMaAIIMOHHON Oe3omacHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
o011e00pa3oBaTeIbHBIX OpraHU3aIMi, a TakXKe pasjIMuHble MaMATKH, O0030DEI
HOPMAaTUBHO-IIPABOBOT'O  PEryJUPOBAaHUA JIaHHOM cdepbl U HUHPOPMALUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B TAaHHOU cepe.

B xome mnposemenuss EauHoro ypoka mo Oe3omacHocTd B ceTtu 'VIHTEpHeET"
peKoMeHiyeTcs 00ecIIeUnTh BBIITYCK TEMAaTHYECKOTO BBIMYCKa CpPEICTBA MacCOBOM
nHOpManuu Jub0 cepru myOIUKaI[UH, CPeI KOTOPBIX PACCMOTPETh OPTaHN30BaHHbBIE
MEPOUPHUATHUA I O0yJaroluxcs, WX poauTesned (3aKOHHBIX INPeJCTaBUTEEH) U
IIe/IarOTUIECKOU 0OIIIECTBEHHOCTH.

OdmuymnanbHble IHTepHET-pecypChl

OO1eo6pa3oBaTe/IbHBIM OPraHU3AINAM PEKOMEHYeTCs Ha CBOMX OQUITAATIBHBIX
HNHTepHeT-pecypcax  obecrieyuTh  (QYHKIIMOHUPOBAHUE  CAMOCTOSITEJIBHOTO U
CIeluaJIn3upPOBaHHOTO paszena "HHdbopmainuoHHasa 0e30IacHOCTh', B paMKax
KOTOPOT'O IIPEAYCMOTPETH pa3MellleHre CIeAyIolnel nHpopMaIum:

®opmMmar
N Paznen/monpaznen MIPEACTABJICHUS ConeprxaHue MaTepragoB
MaTepHajoB

1. | JloxanbHBIE Konuu noxymeHntoB B | Pa3memaroTcss KONUU JOKYMEHTOB,
HOpMaTuBHBIE aKkThl B | ¢opmare *PDF T.€. CKaHUPOBAHHBIN BApHUAHT
chepe obecreyeHUs JIOKYMEHTA, COOTBETCTBYIOIIIHI
UH(POPMALMOHHON TpeOOBaHUAM K napaMmerpam
Oe3omacHoCTH CKAHMPOBAHHSI. Pasmematorcs
o0yyaromuxcs JIOKYMEHTHI, peraaMeHTHpYoIIne
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OpraHU3aIHIo u paboty C
NEPCOHATIbHBIMU  JAaHHBIMH, IIJIAHbI
MEPONPHUITUNA 1O  OOECIeUEHUIO
MHGOPMaIMOHHON 0e30MmacHOCTH
00ydJarouMxcs v JpyTrHe.

[TyOIMKyrOTCSl aKTyalIbHbBIC CBEIACHHUS
0 (denepasbHBIX W PETHOHAIBHBIX
3aKOHAaX, MMChbMaxX OPraHOB BIIACTH H
IpyThe HOPMAaTHUBHO-ITPABOBBIC
JOKYMEHTBI,  perJIaMEHTHPYIOIIHE
HopmarusHoe Konuu nokyMeHTOB B | oOecrieueHHe WH(POPMAIMOHHOM
peryupoBaHue dopmate *PDF 0e30MMacHOCTH
HECOBEPIICHHONETHUX. Jlomyckaercs
BMECTO KOIIHI pa3MenaTh
THIIEPCCHUTKA HA COOTBETCTBYIOIIHE
JOKYMEHThI Ha CaiiTax OpraHoB
rOCyTapCTBEHHOM BJIACTH.

Pa3zmemarorcs METOAUYECKUE
TekcT Ha cTpaHume | PEKOMEHIAMM W YKa3bIBaeTCH
caiita uHpOpMAIlUST O  MEPOTNPUSTHSIX,
MPOEKTaX " nporpammax,
Komunu 10KymMeHTOB B HampaBJICHHBIX Ha MOBBIIIICHUEC
dopmate *PDF UH(pOPMALIMOHHOMN PaMOTHOCTH
MearOTHIeCKUX PAaOOTHHKOB.

[Tegarornyeckum
paboTHHUKaM

Pa3mentaercs uH(bOpMallMOHHAS
namsiTka (mpunoxenwe Ne 2) w
Ka3bIBACTCS uHdopmarus 0
TekcT Ha cTpaHule y (bopman
4. | OOyuaromumcs caiita MEPOTNPUATHUSIX, MPOEKTax u
mporpamMmax,  HampaBJICHHBIX  Ha
MOBBIIICHHE nHGOPMAIMOHHON
TPAaMOTHOCTH 00yJaronuXxcsl.
Ponnrensm
5 (3aKOHHBIM Texer Ha crpanune | Pazmemaercs UHPOpPMALMOHHAS
" | mopencraButensim) caiita namsTka (mpunoxenue Neo 3).
00yyJaronmxcst
Pa3memiaercs uHpopManus 0
PEKOMEHIyEeMbIX K HCIOJIb30BaHUIO B
Hetckue Oe3omacHbie | TekcT Ha cTpaHHIE
6. y4eOHOM  mporecce  0e30MacHBIX

CalThI caira N
caiTax, OanHeppl  Oe30mMacHBIX

JIETCKUX CalTOB.

OpraHam, OCYIIECTB/ISAIOIINM YIIpaBJeHUe B cepe oOpa3oBaHUs, PEKOMEHJIyeTcs Ha
cBoux opunuaspbHbIXx  HTepHeT-pecypcax  obecreunTs  (PYHKIHOHUPOBAHHE
CaMOCTOSITEJIBHOTO W CIelUaJU3upOoBaHHOrO  paszfena  "MHdopmanuoHHas
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Oe3omacHOCTh', B PpaMKax KOTOPOTO IIPeAIyCMOTpPEeTh pasMelleHue cJieyolei
nH}pOpMaIUN:

IIpunoxenue N 1

[Tpunoxkenue 1. [TamaATKa A1 oOydaomuxcs 00 nHPOPMAIMOHHON 6€3011aCHOCTH
neren
HEJ/Ib341

1. Bcem moapsa coobIaTh CBOIO YacTHy0 mHMopMaIuio (Hacrosmue uMs, (paMuInio,
TesiedOH, azpec, HOMep LIKOJIbI, a Takke ¢poTorpaduu CBOU, CBOEH ceMbU U Jipy3ei);

2. OTKpbIBaTh BJIOKEHHBbIe (pailsibl SJIEKTPOHHOM IIOYTHI, KOTJIa He 3Haellb
OTIPABUTEJIS;

3. FPY6HTB, IIpuanpaTbCAa, OKa3bIBaTb JaBJICHHE - BECTU ce0s1 HEBEXKJIMBO U arpeCCuBHO,

4. He pacmopsikaiica JeHbraMud TBOEU ceMbu 0Oe3 paspelieHusl CTapIIuxX - BCeraa
CIIpallliBall POAUTENIEN;

5. He Bcrpeualica ¢ VHTepHeT-3HAKOMBIMH B peajlbHOM KU3HU - MOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY /IOBEPSEIIb.

OCTOPOZKHO

1. He Bce mumyt npasay. Yuraenb o cebe Henpapay B MHTepHeTe - coobiu 06 3TOM
CBOHIM POJIUTEJISIM WJIU OTIEKyHaM;

2. [TpuriamaroT nepenuchbiBaThCs, UTPaTh, 0OMEHUBATHCA - IPOBEPD, HET JIU MTO/IBOXA;
3. HezakonHoe xonupoBaHue ¢aiiyioB B IHTEpHETe - BOPOBCTBO;
4. Becerga pacckaspiBaii B3pOCyIbIM O IpoOyieMax B CeTU - OHU Bcer/ia IIOMOTYT;

5. Mcnosnb3yil HaCTpOWKHU 0e30IacHOCTH W IPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETAX U APYTUX IMOPTaIaX.

MOXKHO

1. YBakali Apyrux N0Ib30BaTeIel;

2. [Tonp3yenbess IHTEpHET-UCTOUYHUKOM - JleJlail CChLIIKY Ha Hero;
3. OTKpBIBa TOJIBKO T€ CCHUJIKU, B KOTOPBIX YBEPEH;

4. O0IIaThes 3a MOMOIIBIO B3POC/IBIM - POJUTENN, ONIEKYHbI U aIMHUHUCTPAIIUSA CAUTOB
BCer/ia IIOMOTYT;

5. Ilpoiimum oOyueHue Ha caiite "CeTeBUYOK' H TOJYYH IMACIHOPT ITUPPOBOTO
rpakaHuHa!l

IIpunoxenue NO 2

[Ipunoxenwne 2. MTHGOpMaMOHHAA MAMATKA JIIA O0YYAIOIIUXCSA /IS pa3MeIeHus Ha
o(pUITHaIbHBIX THTEPHET-PECypcax

C KaXIbIM TOZIOM MOJIOZIE?KM B UHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIIKOJIBHUKU OJTHU U3
caMbIX aKTUBHBIX I10JIb30BaTesied PyHera. Mexxy TeM, IOMHMO OTPOMHOTO KOJIMYECTBA



BOSMO)KHOCTefI, HHTEPHET HECET U HpO6JIeMI)I. dTa maMsTKa AO0JI2KHAa IIOMOYb Tebe
Oe3o1macHoO HaXOJUTbHCA B CE€TH.

KoMmnibloTepHbI€e BUPYCHI

KomnbpioTepHBII BHpPYC - OTO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTJINYUTETHLHON OCOOEHHOCTHIO KOTODOH SABJISETCS CIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIONIOJTHEHUE K 3TOMY, BUPYChl MOTYT IIOBPEJUTh WU IOJHOCTHIO YHUUTOXKUTH Bce
daiinpl M JaHHBIE, IOJKOHTPOJIBHBIE II0JIb30BATEN0, OT HMEHU KOTOpOro ObLIa
3allyllleHa 3apakeHHas IporpaMma, a TakKKe IOBPeAUTh WIN Ja)ke YHUUYTOXUTH
OIIEpaIlMOHHYI0 CHCTeMy cO BceMH ailylamMu B 1iesioM. B OOJIBIIMHCTBE CJIy4yaeB
PacCIpPOCTPAHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTtozb! 3alIUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Ucnosnp3yit coBpeMeHHbIe OllepallMOHHbIE CHCTEMBI, HMEIOIe cephe3HbI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPaMM;

2. [locTrosiHHO ycTaHaBiauBail nautu (mu@poBble 3aIUIaTKU, KOTOPble aBTOMAaTHUYeCKU
YCTAaHABJIUBAIOTCA C I€JIbI0 JOpabOTKHU IPOrpaMMbI) U Jpyryue OOHOBJIEHUS CBOEH
omeparoHHON cucteMbl. CKauMBail UX TOJIBKO ¢ OUIIMAIIBHOTO caliTa pa3paboTuynKa
OC. Ecsu cyiiecTByeT peKUM aBTOMATHYECKOTO OOHOBJIEHUSI, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe 110/ IpaBaMU I10JIb30BaTeis, a He a/IMUHUCTpATOpa.
ATO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX ITPOIPaMM UHCTAJIJIUPOBAThCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Mcriosib3yii aHTUBUPYCHBIE ITPOTPAMMHBIE IIPOJIYKTHI M3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTUYEeCKUM OOHOBJIEHHEM 0a3s;

5. Orpannub GU3UIECKUU I0CTYN K KOMIIBIOTEPY /IJ11 IOCTOPOHHUX JIUII;

6. Vcnosp3yli BHEITHUE HOCUTENTH HHGPOPMAIUY, TaKhe KakK (Jielnka, JUCK Win (ai
13 UHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMNbIOTEpHBIE (ailybl, MOJTydeHHbIe U3 HEHAEKHBIX UCTOYHUKOB.
Jlaxke Te daiibl, KOTOpbIE MPHUCIAI TBOU 3HAKOMBIN. JIydllle yTOYHH Y HETO, OTTIPABJISI
Ji1 OH Tebe UX.

Cetu WI-FI

Wi-Fi - 5T0 He BU/ Iepeayd JJaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIb OpeHjI, MapKa.
Eme B 1991 roay HuAep aHcKas KOMIIaHUsA 3apeructpupoBaia bpena "WECA", urto
obo3Hayaso cyoBocouertanne "Wireless Fidelity", xortopblii mnepeBoAMTCS Kak
"OecipoBOTHAS] TOYHOCTD".

Jlo Hamero BpeMeHHW joluia Apyras ab0peBuaTypa, KOTOpas SIBJISETCA TAKOHM JKe
TexHosioruei. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO JTaHO ¢ HAMEKOM Ha
CTaHAApPT BbICIHIEN 3BYKOBOU TexHWKu Hi-Fi, uTo B mepeBozie O3HaA4aeT "BbICOKas
TOYHOCTH .

Jla, GecruiaTHBIH HHTEPHET-AOCTYIN B Kade, OTeIsIX W adpPOoIopTax ABJISIETCA OTIUUYHOHN
BO3MOJKHOCTBIO BBIXOJIa B WHTepHeT. HO MHOTHE SKCIEPThl CYUTAOT, YTO
obmenoctymabie Wi-Fi cetn He ABIAIOTCA 6€30ITaCHBIMU.

CogeTbl 110 Oe30maCHOCTH PabOTHI B 00IIETOCTYIHBIX ceTsax Wi-fi:



1. He mepepaBaii cBolo JuUYHYH HHMopMaruio depesd obmenoctymasie Wi-Fi cerw.
Paboras B HUX, 3KeJIaTeJIbHO He BBOJIUTD IIAPOJIU JOCTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosb3yi 1 0OHOBJISI aHTUBUPYCHBIE IIPOTPAMMBI U OpaHaMayep. TeM camMbIM Thl
obe3omacuirb ceOs OT 3aKaYKH BUPYyca Ha TBOEe YCTPOMCTBO;

3. IIpu ucnosnpzoBanuu Wi-Fi orkmoun dysknuio "OOmuil goctyn k daiiam u
npuHTepaMm'. JlaHHasg GYHKOUA 3aKphITa MO YMOJTYAHHIO, OJHAKO HEKOTOPBIE
TI0JIb30BATEIN AKTUBUPYIOT €€ JIJIsl y/I00CTBa UCIIOJIb30BaHMSA B paboTe WK yuebe;

4. He ucnionp3yit myosmunbii WI-FI 1s1 mepeyiaun TUYHBIX IAHHBIX, HAIIPUMED IS
BBIX0/IA B COIIHAJIbHBIE CETU WJIU B BJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yl Tospko 3amuineHHoe coequHeHue yepe3 HTTPS, a ne HTTP, T.e. mpu
Habope BeO-aapeca BBogu numeHHo "https://";

6. B wmobunbHOM Tenedone oTkiaoun ¢yHknuoo [logkaouenue k- Wi-Fi
aBTomaTuuecku'. He /lomyckaii aBTOMaTHYECKOTO IMOAK/IIOUEHHs YCTPOHUCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.

ConmuaJjibHbBIE CeTH

ConuaspHble CETH aKTHBHO BXOZAT B HAIY KHU3Hb, MHOTHE JIIOJIU PAbOTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAD/] YETOBEK, YTO SABJISETCS
OTHOM ceJIbMOU BceX KUTesel IUIaHeThl. MHOTHe I0JIb30BaTeId He MOHUMAIOT, UTO
nHdopManusa, pasMelleHHas UMU B COIMAJIBHBIX CETAX, MOXKeT ObITh HaljeHa U
HCII0JIb30BaHa KeM yTO/IHO, B TOM UHCJIe He 00A43aTesIbHO ¢ 6J1aruMU HaMepeHUsAMHU.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuyb CHOUCOK Jipy3eill. ¥ TebsA B ApPY3bAX He [JOJIKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuinan CBOIO YacTHYIO >kM3Hb. He ykaspiBall maposiu, TesedoOHBI, aapeca, JaTy
TBOETrO POXJEHUS U APYIyI0 JIMYHYy0 HHOOpMAUUio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WH@OpMAIMI0O O TOM, KaK Thl U TBOU POJUTEU IUJIAaHUpYeTe
IIPOBECTU KaHUKYJIbI;

3. 3amuiman CBOIO PEIMyTaIlHIo - IEPKU €€ B YUCTOTE U 3aj/1aBail cebe BOIPOC: XOTes Obl
TBI, YTOOBI JPYTHE M0JIb30BaTEIN BUIEIH, UTO ThI 3arpyKaemb? ITogymai, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HAITKCATh U 3aTPy3UTh;

4. Ecyii ThI TOBOPHIIIB C JIIOJIbBMU, KOTOPBIX HE 3HAEIb, HE MCIOJIb3YH CBOE pPeasibHOEe
VUM U JPYTYIO JUYHYI0 UHOPMAIINU: UM, MECTO KUTEJIHCTBA, MECTO yueObl U IIPOYeE;

5. 1306erait pasmenenus pororpaduii B IHTEpHETE, Te Th N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPE/IEJINTh TBOE MECTOIIOJIOKEHUE;

6. HpI/I PETUCTPpAIIU B COIII/IaJIbHOfI CeTHu HeO6XO,Z[I/IMO HCII0JIb30BaThb CJIOXKHBIE I1apOJIH,
COCTOAIIIMUE U3 6}7KB u IlI/I(l)p 1 C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. AJ1e conuasbHOU ceTd, MOYTHI U JIPYTUX CAUTOB HEOOXOAUMO UCIIOJIH30BaTh Pa3HbIE
napostu. Torga ecyu TeOs B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKU MOJIYYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, 2 He BO BCe Cpasy.

AJIEeKTPOHHBIE J€HbI'U



AJIEKTPOHHBIE JIEHBTH - 3TO OYEHb YZOOHBIM CIOCOO ILIaTeXKel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTD 3TU JE€HBbIHU.

DJIeKTPOHHBIE JIEeHbI'M MOSABUJINCHh COBCEM HE/IaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX
rocyZlapcTBax JIo CHUX IIOp He MPOITHMCAHO PO HUX B 3aKOHAX.

B Poccuu ke OoHM (PYHKIIMOHHPYIOT M O HHUX YK€ IPOIHCAHO B 3aKOHe, TJe HX
pas/IesIsII0T Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE M HE aHOHUMHBIE. Pa3HUIA B TOM, UTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercs IPOBOAWTH OIlepanuun 0e3
UIeHTU(PUKAIIUY TI0JIb30BaTe/IsI, a B HEAHOHUMHBIX HAEHTH(DUKAIUA I10JIb30BaATEIs
ABJIAETCA 003aTeIbHOM.

Taxoke cyie[lyeT pasyinyuarh 3JIEKTPOHHbIE (hUaTHBIE JeHbI'H (PABHBI rOCYIapCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(PUATHBIE JIEHbI'U (He PaBHBI TOCY/IAPCTBEHHBIM BAJTIOTaM).

OcHOBHBIE COBETHI IO Oe30macHOM paboTe ¢ 3JIEKTPOHHBIMHU JIEeHbraMMU:

1. [IpuBsku K cueTy MOOWIBHBIN TesleOH. ATO caMblil yIOOHBIA M OBICTPBIN CIIOCOO
BOCCTAaHOBUTH JOCTY K cueTy. [IpuBsA3aHHbBIN TesleOH TOMOXKET, eciu 3a0yAelb CBOU
IUTATEXKHBIA MAapOJIh WJIX 3alelllb HA CAUT C HE3HAKOMOTO YCTPOKCTBA;

2. VMcnosp3ylt oHOpa3oBble maposu. [lociie mepexosa Ha YCHJIEHHYIO aBTOPHU3AIUIO
Tebe y:xe He Oy/ieT yrpoKaTh OIACHOCTh KPAXKU MJIM IepexBaTa IJIaTesKHOTO apoJis;

3. Beibepu ciiokHBIN maposib. IIpecTymmHUKaM OyAeT He MPOCTO yTaJlaTh CJIOKHBIN
naposib. HaziesxkHble maposiv - 3TO IIapoJid, KOTOpbIe CoZiep:KaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOYHbIE U IPOMUCHBIE OYKBBI, ITU(PPHI U HECKOJIHLKO CHUMBOJIOB,
TaKMe Kak 3HaK Joju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.I1. Hampumep, $tRong!;;

4. He BBOZIM CBOM JTUUHBIE JTAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSEIIIb.
AJIEeKTPOHHAA IoYTAa

AJIEKTPOHHAS II0YTA - 3TO TEXHOJIOTHS U IPEJIOCTaBJIsIEMbIE €10 YCIYTH 10 TIePEChUIKE 1
MOJIyYEeHUIO0 3JIEKTPOHHBIX COOOIIeHUM, KOTOpble PACIPENEIAOTCA B KOMIIBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBIA IIOYTOBBIM SAINIUK BBITJISAUT CJAEAYIOIAM 00pa3oM:
VMsI_I10JIb30BaTENIsA@UM_oMeHa. Tak:ke KpoMe Iepesiaddl IPOCTOTO TEKCTa, UMEEeTCs
BO3MO>KHOCTD TlepeiaBaTh (hamibl.

OcHOBHBIE COBETHI 110 O€30TIaCHOM PaboTe C BJIEKTPOHHOU ITOYTOM:

1. Hazo BhIOpaTh MpaBUJIBHBIN MIOUTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllle JIOBEPATh TEM, KOTO 3HAEIIb U KTO
IIepBbIU B DEUTHUHTE;

2. He ykaspIBail B JINUHOU IOYTe JUYHYIO0 WHpopMaruio. Hampumep, jydiine BbIOpaTh
"My3bIKITbHBIN__(paHaT@" wu "pok2013" BMecTo "Tema13";

3. Mcnosib3yil IByXATAITHYI0 aBTOPU3AIUI0. DTO KOT/Ia IIOMUMO HapoJis HY?KHO BBOJIUTD
KOJI, IpUChLIaeMbIH 110 SMS;

4. Bpibepu ci10KHBIN maposib. 1A KaXKJOro MOYTOBOTO AIIWKA JIOJKEH OBITh CBOU
Ha/Ie>KHBIN, YCTOUYHUBBIN K B3JIOMY I1apOJib;

5. Ecoim ecTh BO3MOXKHOCTh HAmMcaTh CaMOMY CBOM JIMYHBIA BOIIPOC, WCIIOJIB3YH 3TY
BO3MOKHOCTb;



6. VMcnonp3yll HECKOJIBKO IOYTOBBIX SAIIMKOB. llepBBIN 1/ YacTHOU NEPEnmucKd C
ajJipecaTaMu, KOTOPBIM ThI JOBepselIb. TO 3JIEKTPOHHBIN aJ[pec He HAa/I0 UCII0JIb30BaTh
IIpU pervucrpanuu Ha GpopyMmax U calTax;

7. He oTkpbIBall paiiyibl U APYTHE BJIOKEHHS B IIHChMaX, Ja’ke €CJIM OHH IMPUIILIH OT
TBOUX JIpy3el. JIydile yTOUHHU Y HUX, OTIIPABJISIIN JIU OHU Tebe 3TU (paiisl;

8. Ilocsie okoHYaHHWsA pabOTHI HA ITOYTOBOM CEPBHCE Iepe] 3aKPBITHEM BKJIAJKH C
ca'ToM He 3a0y/1b Ha’kaTh Ha "BeidaTu".

Ku6epOoy/LUTMHT WM BUPTYyaJIbHOE U3/1€BaTeJIbCTBO

KubepOystmHT - TIpecyiefoBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIEHUS,
arpeccuio, 3alyTUBaHUE; XYJIUTAHCTBO; COI[UATIbHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpPHOE ¢ KHOEPOYIIITMHTOM:

1. He 6pocaticsa B 60i. Jlyummuii crmocob: MOCOBETOBAThCA KaK ceOs1 BECTH U, €CJIH HET
TOT'0, K KOMY MOKHO OOPaTUThCS, TO BHAYaJIe YCIIOKOUTHCA. EC/TM ThI HAUHEIIh OTBEYATh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHUS, TO TOJIBKO ellfe O0JIbIIle Pa30KIKeNTh KOH(JIINKT;

2. YpaBsi cBoell KubeppermyTarue;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIlIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOHT 3a
AHOHHMHBIM aKKayYHTOM;

4. He cTouT BecTu XyJIUraHCKUI 00pa3 BUPTyaJIbHOU JKU3HU. VIHTEPHET (PUKCHUPYET BCe
TBOU JEUCTBUS U COXPAHSET UX. YITAIUTh UX OyZleT KpaiHe 3aTPYAHUTEIHHO;

5. CobJtro/1ali CBOIO BUPTYTBHYIO UECTh CMOJIOAY;

6. UrHopupyéi enmHuUUYHBIN HeratuB. OJHOPA30BbIE OCKOPOUTEIbHBIE COOOIIEHUS
Jiydiie urHopupoBatb. OOBIUHO arpeccus mpekpaliaercs Ha HaYaJIbHOU CTaiuu;

7. Bau arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITAATBHBIX
CETSAX eCTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIEHUI ¢ OIIpeieJIeHHBIX aJIpecoB;

8. Ecimu T1BI cBuaeTenb kKubepOysiuHra. TBOM JIeMCTBUSA: BBICTYIUTH MPOTHUB
mpecjefoBaress, IOKa3aThb €My, 4YTO €ero JeUCTBUA OlLleHUBAIOTCA HETaTHUBHO,
MIO//IEPKATh JKEPTBY, KOTOPOU HY>KHA IICUXO0JIOTHYECKasi ITIOMOIIb, COOOIIUTH B3POCIBIM
0 haKTe arpecCUBHOTO MOBEJIEHUS B CETU.

MoouabHBIN TeaedOoH

CoBpeMeHHble cMapT(OHBI H IUIAHIIETHl COAEpPKaT B cebe BIIOJIHE B3POCIIBIN
(GyHKIMOHA/N, W Temepb OHM MOTYT KOHKYPUPOBaTh €O CTAllMOHAPHBIMU
KomItbloTepaMu. OHAKO, CPECTB 3AIUTHI JIJIS ITOJIOOHBIX YCTPONCTB IMMOKA OUYEHb MAaJIo.
TecTrpoBaHUE W TOWCK YSI3BUMOCTEN B HUX IMPOUCXOJIUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To :xe camoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHble MOOWIbHBIE Opay3ephbl YyKe TMPAaKTHYEeCKH JOTHAJIU HACTOJIbHbBIE
aQHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAJIA BeYeT 3a COOO OOJIBIIYIO CJIOKHOCTDH B
MEHBIIIYIO 3aIUIIEHHOCTD.



,Z[aJIeKO He BCE IIPOU3BOAUTE/IN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpPbIBalOIIKe€ KPUTHUYECKHE
VA3BUMOCTH JJId CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI /151 6€30I1aCHOCTH MOOMIIBHOTO TesieOoHa:

Hwuuero He sABJIsIeTCs TO-HACTOSIIEMY OeCIUIaTHBIM. Bysb OCTOpOIKeH, Belb KOrAa Tede
mpeJ1araroT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE

yeryTu;

Hymaii, npexzae yeMm oTnpaBuTh SMS, doto win Buzeo. Thl TOUHO 3HaelNlb, IAe OHU
OyZyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBIATH OMEPAIMOHHYIO CHCTEMY TBOETO CMapTdOHA;
Hcnosp3yit aHTUBUPYCHBIE ITPOTPAMMBI 17151 MOOWJTBHBIX TeJIe()OHOB;

He 3arpyskail mpuIoXeHUs1 OT HEM3BECTHOTO MCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
Bp€eJIOHOCHOE TPOTPaMMHOEe obecrieueHue;

ITocse Toro kKak Thl BBIUJEIIL C CalTa, I7le BBOAWI JUYHYI0O MHMOPMAIUIO, 3al/IU B
HACTpPOMKHU Opaysepa | yjiaiu cookies;

[lepuoguuecku IpoBepsAn, Kakue MJIaTHbIe YCJIYTU AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaiil cBoli HOMep MOOMIBHOTO TesiedOHA TOJIBKO JIIO/SAM, KOTOPBIX Thl 3HAEINIb U KOMY
JIOBEPSIEIIIb;

Bluetooth qomkeH OBITH BHIKJTIOUEH, KOT/Ia ThI UM He IoJIb3yelibcsi. He 3a0bIBaii mHOTIA
IIPOBEPATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAMH-UTPBI - 5TO KpPACOYHbBIE, 3axBaThIBAIOINE pa3BJIeUeHUs,
00'beIUHSAIONINE COTHH THICSY YEJIOBEK 110 BceMy MUpPY. VITPOKU UCCIIEYIOT JaHHBIN UM
MHp, OOIIAIOTCA APYT C ZIPYTOM, BBIMIOJIHSIOT 33J]aHUs, CPAXKAIOTCA C MOHCTPAMU U
MIOJIy4aloT OIBIT. 3a YAOBOJIBCTBHE OHU IUIATAT: IOKYMAIOT WCK, OIUIAUYUBAIOT
aboHEMEeHT WU MPpUoOpeTaroT KaKue-TO OMIIUH.

Bce stu cpezcrBa uayT Ha IOAJep;KaHUME U pa3BUTHE WUIPHI, a TAKKe HA CcaMy
0e30IMacHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AINHU, BBIITYCKAIOTCS HOBBIE ATUU
(rmudpoBble 3aIUIATKU AJ15 IPOrPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT oOIacaTbCAd H€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO Kpa*Ku
TBOETO I1apo0Jid, Ha KOTOPOM OCHOBaHA CHUCTE€MA aBTOpU3allv1 OOJIBIITMHCTBA HUrp.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH TBOETO HUI'POBOTr'O aKKayHTa:

1. Ecstu pyroii urpok BeeT cebs IJIOX0 WIN cO3/1aeT Tebe HEMPUATHOCTHU, 3a0JI0KUpYH
€r0 B CITFICKE UTPOKOB;

2. Tloxkamyiics aJMUHHCTPATOpaM WUIPHl Ha IUIOXO€ IIOBeJAE€HHE 3TOT0 UIPOKA,
JKeJIaTeJIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTeJIbCTBA B BU/le CKDUHOB;

3. He ykaspiBail nuHyo nHGOpManuo B mpodailie urpsl;

4. YBakall IpyTux y4acCTHUKOB I10 UTPE;



5. He ycranaBiuBai HeodulinaabHble IaTYU U MOJIbI;
6. Mcriosbp3yii CJI0’KHBIE U Pa3HbIe TapoJIy;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJ/IIOYATh aHTUBUpYC. [loka Thl urpaelnb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

PUuIMHT WIH Kpaixa TUYHDbIX JaHHbIX

OObIUHOUM Kpakell JieHer U JIOKYMEHTOB Cero/iHf y»Ke HUKOIO He YAWBUIINL, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUH 3JI0YMBIIIIEHHUKH II€PEMECTHINCh B HHTEPHET, U
IIPOJIOJIXKAIOT 3aHUMAThCA "JTIOOUMBIM" JIEJIOM.

Tak mosiBHjIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHNYECTBA WK (DUIIIMHT, IJIaBHAs [IeJIh
KOTOPOTO COCTOMT B IOJIyYEeHUH KOH(U/IEHIIUAIbHBIX JaHHBIX I10JIb30BaTeed -
JIOTUHOB U mapoJsied. Ha anriuiickom sa3bike phishing unraercsa kak ¢gpumuar (ot fishing
- ppIOHas J10BJIsI, password - mapoJib).

OcHOBHBIE COBETHI 10 OOpPHOE C PUIITHHTOM:

1. Ciremn 3a CBOMM akKKayHTOM. EciM THI TO/03peBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO He0O6X0AMMO 3a0JIOKMPOBATh €€ M COOOITUTH aIMUHHCTPATOpaM pecypca
00 5TOM KaK MOKHO CKOPEE;

2. Hcmonp3yin Oe3ormacHble BeO-CalThl, B TOM 4YHCJIe, WHTEPHET-MarasmHOB U
IIOMCKOBBIX CHCTEM,;

3. Mcmose3y# cy1o3kHbIE U pas3Hble nmaposn. TakuM obpaszom, eciau Teds B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH IIOJTydaT JOCTYII TOJIBKO K OTHOMY TBOEMY IMPOMUIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs1 B3s10OMasu, TO HEOOXOAUMO MPEIYyIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
Jlo0aByieHbI y TeOS B JIPY3bsX, O TOM, UTO TeOs B3JIOMasd ¥, BO3MOXKHO, OT TBOETO
MMeHH OyZleT pacChLIaThCsA CIIaM M CCHLIKM Ha (DUITUHTOBBIE CAUThI;

5. YcraHoBH HajiexkHbIH m1aposib (PIN) Ha MOOMIBHBIH TeTedOH;
6. OTKJTIIOUH COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpbiBail haiyibl M JIpyTHE BJIOKEHUSA B MHCbMAaX, JIa’Ke €CJIM OHU IPUIIIA OT
TBOUX Jipy3ei. JIydllle yTOUHH Y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU (Paiibl.

IIudposBasa penyranusa

[Mudposas permyTanus - 3TO HETATUBHASA WU IIO3UTUBHAs UHGOpPMAIUA B CeTU O Tebe.
Kommpomerupyromas uHopMaIiys, pa3MelleHHass B UHTEPHETE, MOXKET CEPbE3HBIM
00pa3oM OTpa3UThCA HA TBOEW peasibHOU KU3HH. 'lludpoBas pemyranus' - 5TO TBOU
UMUK, KOTOPBIH opMupyetcs u3 nHGopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KHTENbCTBAa, ydebObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U PaccKasbl 0 OJIM3KUX - BCE 9TO HAKAIINBAETCS B CETH.

MHorue noAPOCTKHU JIETKOMBICJIEHHO OTHOCATCS K IMyOJTUKAIIUY JIMYHONU WHPOpMAaIU B
HHTEepHETe, HE IOHUMAsA BO3MOXKHBIX ITOC/IEACTBUH. ThI /1aske He CMOJKEIb JIOTaIaThCs
o ToM, uTo doTorpadus, pazmMelleHHas 5 JIeT Ha3a/l, cTajla MPUYUHON OTKa3a MPUHATD
Tebs1 Ha paboTy.



KommenTapuu, pasmelneHue TBoux ¢oTorpaduili u Jpyrue JIeHCTBHUS MOTYT He
HCUYE3HYTh Ja’ke II0CJIe TOTO, KaK Thl UX YAAJUIIb. Thl He 3HAEIIb, KTO COXPAHUJI 3Ty
nHOpMaNNIo, Momaja JU OHA B IOWCKOBBIE CHCTEMBI M COXpPAaHWIACh JIU OHA, a
IJIaBHOE: YTO IOJyMaloT O Tebe OKpy:Kalolllhe JIIOAM, KOTOpble HAWIyT U YBUJAT 3TO.
Haiitu nadopMaIiuo MHOTO JIET CILyCTS CMOKET JII000M - Kak U3 100PBIX MOOYKAeHUH,
TaK ¥ C HaMepeHUeM IPUUUHUTH BpeJl. ITO MOKET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI 110 3aITUTE ITUPPOBON penyTaluu:

1. I[logymaii, mpexae 4yemM 4TO-TO IIyOJIMKOBAaTh U IEpefaBaTh y ceOs B Oyiore WiId B
COITMAIbHOM CETH;

2. B HacTpoiikax npoduisi ycTaHOBH OTPAHUYEHHUS HA IIPOCMOTP TBOEIO IPOMUIS H €ro
COJIEPKUMOTO, C/IeJIall ero TOJIBKO "IJIs Ipy3en’;

3. He pazmemiaii 1 He ykasbiBail HH(POPMAIIHIO, KOTOPasi MOYKET KOTO-JIN00 OCKOPOJIATH
TN OOMKAaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE IIKOJBHUKNA - aKTHBHBIE TI0JIb30BaTen IU(GPOBOTO IPOCTPAHCTBA.
OIHaKO JTaJIeKo He Bce 3HAIOT, UTO M0JIb30BaHME MHOTUMU BO3MOKHOCTAMU ITU(GPOBOTO
Mupa TpebyeT cobi0/IeHUs TPaB Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepMmuH "WHTEJJIEKTyaIbHAsA COOCTBEHHOCTH' OTHOCUTCS K PAa3JIUYHBIM TBOPEHUAM
YeJI0BEUECKOr0 yMa, HauWHasg C HOBBIX H300peTeHUHl U 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh HA MPOAYKTHI U YCJIYyTH, W 3aKaHUYMBAasA KHUTAMH, (oTorpadpusiMw,
KUHODUIBMaMH U My3bIKaJIbHBIMU ITPOU3BEIEHUMH.

ABTOpCKHE IIpaBa - 9TO IpaBa HA MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh HAa ITPOU3BEJEHU
HAyKU, JIUTepaTypbl U UCKYCcCTBA. ABTOPCKME IpaBa BBICTYNIAIOT B KauecTBe TapaHTUU
TOTO, YTO UHTEJJIEKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/IeT HalIpacHbIM, /IaCT MY
CIpaBe//IBble BO3MOXKHOCTU 3apabOTaTh Ha pe3yJsIbTaTax CBOETrO TPY/a, HOJIYIUTH
M3BECTHOCTH U ITpu3HaHue. HukTo 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BOJUTD
€ro IMpPOU3BEEHUE, PACIPOCTPAHATh, IIYOJUYHO JIEMOHCTPHUPOBATH, IIPOJIABATh,
MMIIOPTUPOBATh, IIyCKaTh B MPOKAT, IMyOJUYHO HCIOJIHATH, IOKA3bIBATh/UCHIOJIHATD B
a¢upe wim pa3MmeaTts B IHTepHeTe.

Ucnonp3oBaHue "IMUPATCKOTO" IMPOTPAMMHOIO OOecmedYeHus: MOXKET TPUBECTH K
MHOTUM PHCKaM: OT IOTEPH JAHHBIX K TBOUM AaKKayHTaM 10 OJIOKMPOBKU TBOETO
YCTPOWCTBA, T7ie YCTAaHOBJIEHA HeJleraJbHas nporpamMmMa. He cTOUT Takke 3a0bIBaTh, UTO
CYIIIECTBYIOT JIETJIbHbIE U OeCIIATHbIE IPOTPAMMBI, KOTOPbIE MOKHO HAWUTH B CETH.

O nmoprase

CeTeBUUYOK.p - TBOU TIJIaBHBI COBETUYUK B CeTU. 3/I€Ch Thl MOKeIlb Yy3HAaThb O
6e30MMacHOCT B CEeTU IOHATHBIM U JIOCTYIHBIM f3BIKOM, a IPU BO3HHUKHOBEHUU
KPUTUUYECKON CUTyallud OOpaTUThCS 3a COBETOM. A TakKe IPUHATH ydacTue B
KOHKYpPCaxX U CTaTh CAMbIM IU(POBBIM I'Pa’KTaHUHOM !

[Ipnnoxenue N 3

[Tpunosxkenwue 3. [TamaTka 7151 pogutesieit 06 MHGOPMAITMOHHON 6€30IIaCHOCTH JIeTeH
Ompenenenne TepMuHa "WHPOpMAIMOHHAA 0e30MacHOCTh JeTell COAEPIKUTCA B

®enepanpHoM 3akoHe NQ 436-03 "O 3amuTe geredl 0T MHOOPMAIIWY, TPUIYNUHAIOIIEH
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BDEJI UX 37I0POBBI0 U PA3BUTHIO", PETYIUPYIONIUM OTHOIIEHUs, CBA3aHHBIE C 3Al[UTOU
metedi oT WHGOpPMAIUU, NPUYUHSAOIIEH BpeJ WX 370pOBbI0 U (WIM) Pa3BUTHIO.
CorsrtacHO JaHHOMY 3aKOHY 'HHGOpPMaIUOHHAs 0€30IMacHOCTD JIeTel" - 3TO COCTOSHUE
3alUIIEHHOCTHA, TPH KOTOPOM OTCYTCTBYEeT PHCK, CBSI3aHHBIH € TPUYUHEHUEM
nHbopManuel Bpejia ux 37J0pOBbI0 U (1K) Gu3uuecKkoMy, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®epnepanbpHoro 3akoHa NO 436-®3 wunHdopmamueil, NPpUUUHAIONIEN Bpes
37I0POBBIO U (MJIN) PA3BUTHIO JI€TEH, ABJISETCS:

1. uHQOpMAaIHs, 3aIpelleHHas 11 paCIIPOCTPaHEHUsI CPETU JIETEH;

2. mHOpManus, pacIpPOCTPaHEHHE KOTOPOI OIPAaHUYEHO CPeNU JIeTel OIpeseIeHHbIX
BO3PACTHBIX KaTETOPUH.

3. K undopmarnum, 3ampenieHHoMH s paclipoCTpaHeHUs CPeIU JIeTeN, OTHOCUTCS:

4. uHpopmarus, mobyK/IamIIas JeTeld K COBEPIIEHUIO JEHCTBUM, MPEJICTaBIISIONIUX
YyTPO3y WX KU3HU U (WJIHM) 3/I0POBBIO, B T.4. MPUYUHEHUIO BpPEZla CBOEMY 3/I0POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTb BBI3BATH Y JIETEU JKeJaHWe YIOTPeOUTh HAPKOTHYECKUE CPEJICTBA,
IICUXOTPOIIHbIE U (WJIM) OJypMaHUBAIOIIHME BEIIECTBA, TabadHble W3EU,
QJIKOTOJIbHYIO M CITIPTOCO/IEPIKAIIYIO ITPOAYKITNIO, TUBO U HAIIUTKH, U3TOTABIBAEMbIE
Ha €ro OCHOBe; IPUHSATH yYacTHe B a3apTHBIX HIpax, 3aHUMATHCA IMMPOCTUTYIIHEH,
OpOISKHIUYECTBOM MJIHM TIOITPOIIIAHHUYECTBOM;

6. 00O0CHOBBIBAWOIASI WJIM OIPaBABIBAIONIAA JOIYCTUMOCTh Hacwiusd u (Wim)
JKECTOKOCTH JINOO TOOYKIAI0IAsA OCYIIEeCTB/IATh HACUJIbCTBEHHBIE JIEHWCTBUS TIO
OTHOIIEHHIO K JIIOAAM U >)KUBOTHBIM;

7. OTPUIIAIONIAs CeMeHHbIe EHHOCTH U (POPMHPYIOIasi HeyBaKeHHE K POJIUTEISIM U
(im) IpyTUM WieHaM CEMbU;

8. ompaBabIBaOIasi IPOTHBOIIPABHOE TTOBEJIEHUE;
9. cozieprKalasi HelleH3ypHYI0 OpaHb;
10. coziepakaiad nH@opmMaIuio mopHorpadruuecKkoro xapakrepa.

K undopmarnuu, pacnpocTpaHeHre KOTOPOU OTpaHUYEHO CPe/U JleTel Ompe/ieIeHHOTO
BO3PAcTa, OTHOCUTCA:

1. uHoOpMaIus, mpeJicTaBiseMas B Buje M300paKeHUsA WM ONMUCAHUSA KECTOKOCTH,
dusnueckoro w (WIM) TICHXUYECKOTO HACWIHA, TMPECTYIUIEHUs WIA HHOTO
AQHTUOOIIECTBEHHOTO JIeWCTBUS;

2. BBI3BIBAIOIAA y JAeTell CTpax, y»Kac WM IaHUKY, B T.4. Npe/cTaBjsgeMass B BUJE
n300pakeHnss WIN OIHCAHHUA B YHIDIKAIONIEH YeJoBeuecKoe JJOCTOMHCTBO (opme
HEHACWIbCTBEHHOHN CMEPTH, 3a00JIeBaHUsA, CAMOYOUIICTBA, HECUACTHOTO CJIy4asi, aBapUU
I KaTacTpodbl U (MIK) UX MOCIIECTBU;

3. mpezcTapisieMas B BUJle N300paXKeHUs MU OIHMCAHUS IOJIOBBIX OTHOIIEHUH MEXK/Ty
MY>KUYUHOU U JKEHIITUHOM;

4. coJlep>kainias Opa”HHbIE CJI0BAa U BBIPAXKEHU, HE OTHOCAIIMeC K HelleH3ypHOU OpaHU.


http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/

C yuetom 3TOr0 Bam mpejiaratorcs nmpaBusia paboThl B ceTH VIHTEPHET 11 Pa3IUUHbIX
BO3DACTHBIX  KaTeropui, cobJtro/ieHne KOTOPBIX  IIO3BOJIUT  00eCcHevyuTh
MHPOPMaANOHHYIO 0€30I1aCHOCTD BAIIIUX JleTel.

OO01ue mpaBWwia AJifA poauTeaen

1. HesaBucumo oT Bo3pacra pebeHKa WHCHOJIB3YHTE IPOrpaMMHOe obecredyeHue,
noMoraroiiee (QuUIbTPOBaTh M KOHTPOJUPOBATh MHGOPMAIMIO, HO He I0JIaraitech
IIOJTHOCTBIO Ha Hero. Baile BHUMaHMe K peOeHKY - [JIaBHBIM METO/], 3aIIIUTHI.

2. Ecoiu Batn pebeHOK MMeeT akKayHT Ha OJHOM U3 COIMAaIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMAaTeJIbHO W3y4YUTEe, KaKyl0 HH(MOPMAIIHIO
IIOMENIAIOT €r0 yYacTHUKU B CBOMX Ipodwisax u Ojorax, Biawouas dortorpadpuu u
BU/IEO.

3. IIpoBephTe, ¢ KaKUMH JPYTHMU CAaWTaMH CBSI3aH COIMAJIBHBIA cepBuC Barero
pebenka. Crpanuuku Bamero pebeHka MOryT OBITh O€30MACHBIMH, HO MOTYT H
COZIEP>KaTh CChUJIKU HA HEKeJlaTeJIbHbIE U OIACHBIE CAUTHI (HATPUMED, IIOPHOCANT, WU
CaiT, Ha KOTOPOM JPYT YIIOMHUHAeT HOMEp COTOBOro TejedoHa Bamiero pebeHka wmiu
Bamr nomamHwmii agpec).

4. Ioompsitte Bamux gereit coobmaTh 000 BceM CTPAaHHOM WJIN OTTIKUBAIOIIEM U HE
CJIUIIIKOM OCTPO PEarupyuTe, KOTJa OHU 3TO AT (M3-3a OITaceHUs IOTEPSTH TOCTYII
k VHTepHeTy JeTH He TOBOPAT POJAUTENSM O MpobjieMax, a Tak:Ke MOIYT HayaTh
HCII0JIb30BaTh VIHTEpHET BHE IOMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3HH Bamero pebenka. lHTepecyliTech, KTO UX JAPY3bs B
WHTepHeT TaK Ke, KaKk HHTEPECYeTeCh PEAIbHBIMU JIPY3bIMHU.

Bospacr ot 7 10 8 jet

B MHTepHETE pebeHOK cTapaeTcs MOCETUTh Te MJIM HMHbIE CAWThI, 8 BO3MOXKHO U YaThl,
paspellieHHe Ha TOCellleHHe KOTOPBIX OH He MOoJaydmwa Obl oT poauteseir. I[lostomy
poauTesAM OCOOEHHO TIOJIE3HBI OYZAyT Te OT4YeThl, KOTOPBblE IIPEAOCTaABJISIOTCSA
IIporpaMMaMH II0 OTPAaHHWYEHUI0 HCIOJb30BaHUA IIHTepHeTa, T.e. Poaurtenbckuit
KOHTPOJIb WU TO, UTO BBl CMOKETe YBUJIETh BO BpeMeHHbIX ¢ailnax. B pesynbrare, y
pebeHka He Oy/ieT OLIyIIeHHUs, YTO 32 HUM BeJIeTCs MOCTOSIHHBIN KOHTPOJIb, OJHAKO,
ponuTenu OyAyT HO-TIPEKHEMY 3HATh, KaKHe CAWTHI IocelraeT ux pebeHok. [/letu B
JTAHHOM BO3pacTe 00JaJjal0T CHJIBHBIM YYBCTBOM CEMbBH, OHHU JIOBEPUUBHI U HeE
COMHeBaIOTCsA B aBTOpUTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IMyTEIIECTBOBATH 110
VHTepHeTy, HWCHOJIB3YysA B5JIEKTPOHHYIO IIOYTY, 3aXOAUTh HA CalThl W YaThl, HeE
peKOMEeH/IOBaHHbBIE POJAUTEIISIMHU.

CosgeTsl 110 Oe30macHOCTH B ceTy VIHTepHeT 171 JieTel 7-8 jieT

1. Co3paiiTe CIMCOK JIOMAIIHUX IPaBWI IocelleHus VIHTepHeTa IpU y4acTUU JieTel U
TpeOyiTe ero BHITIOJTHEHUS.

2. Tpebyiite or Bamero peGeHka coOIOZEeHUsI BPEMEHHBIX HOPM HaXOXKAEHUS 32
koMmbioTepoM. [lokaxkute pebeHKy, uTo Bbl Habit0/1aeTe 32 HUM He MOTOMY 4TO Bam
9TO XOUeTcs, a IOTOMY 4TO BbI GecriokouTtech 0 ero 6€30acHOCTU U BCer/ia TOTOBBI My
IIOMOYb.

3. Komnbiotep ¢ nosikiatoueHreM Kk VIHTEpHeTY JOTKeH HaXOAUThCA B 00Iel KOMHATe
IO/, IPUCMOTPOM POJIUTEJIEN.



4. I/ICHO.TIBS}/'I‘/JITG ClielaJIbHbIE€ AETCKHE IIOMCKOBbIE MAallIMHDI.

5. Wcnosp3yiiTe cpeficTBa OJIOKMPOBAHUSA HEXKEIATETLHOTO KOHTEHTA KaK JIOMIOJTHEHNE
K CTaHJIapTHOMY PosiuTenbckoMy KOHTPOJIIO.

6. CozpmaiiTe ceMeWHBIA 3JIEKTPOHHBIA SIMMUK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
coOCTBEHHBIE ajipeca.

7. BiokupyiTe mocTyn K caTaM ¢ OecCIIaTHBIMHU ITOYTOBBIMHU SIIITUKAMH C ITOMOIITBIO
COOTBETCTBYIOIIETO IPOrPaMMHOT0 0becrieueHus.

8. Ilpuyuute nereili coBeToBaThcsi ¢ Bamm mnepen omyOJIMKOBaHUEM KakKoM-1u00
“HpOpPMalUU Cpe/ICTBAMHU 3JIEKTPOHHOM IIOYTHI, YAaTOB, PErMCTPAIUOHHBIX (PopM U
npoduien.

9. Hayuure sereii He 3arpyxkaThb Gaiyibl, IPOrpaMMbl WJIH MYy3bIKy 0e3 Balllero
corJacus.

10. He pa3pemaf/’1Te AE€TAM HCIIOJIb30BaTh C.TIy}K6bI MI'HOBEHHOT'O 0OOMeHa COO6HI€HI/IHMI/I.

11. B "GenbIil" crircoK caliTOB, pa3pelleHHBIX 1A IOoCelleHNs, BHOCUTE TOJIBKO CAUTBI C
XOpoIie pemyTaruen.

12. He 3a0pIBatiTe OeceZi0BaTh C IeTbMHU 00 UX APYy3bsix B VIHTEpHETE, KaK ecu Obl pedyb
IJ1a O IPY3bsIX B peasIbHOU KU3HM.

13. He gesnatite "taby" 3 BOIIPOCOB ITOJIOBOU KM3HH, TaK KaK B VIHTEpHETE JIETH MOTYT
JIETKO HATKHYTHCSA Ha IOPHOTPADUIO WM CAUTHI "/IJIs1 B3POC/IBIX .

14. Ilpuyuure Bamiero pebGenka cooOmmjaTh BaM O JIIOOBIX YIpo3ax WU TPEBOTAX,
cBsA3aHHBIX ¢ THTepHETOM. OcTaBaliTech CHOKOMHBIMH U HAIIOMHHTE JI€TSAM, YTO OHH B
0e30macHOCTH, €CcJIM CaMHU paccKa3aid BaM O CBOMX TpeBorax. IloxBaiure ux u
IIOCOBETYHTE MOJIOUTH €eIlle Pa3 B IMMOIOOHBIX CIIyJasiX.

Boapacr aereii ot 9 10 12 J1eT

B nanHOM BO3pacTe JieTH, Kak IIPaBUJIO, YKe HACJIBIIIAHBL O TOM, Kakas MHGOpMAaIus
cymiectByeT B lHtepHeTe. CoBepllleHHO HOPMAaJIbHO, YTO OHHU XOTAT 3TO YBUJETH,
IIPOYeCThb, YCAbIATh. IIpr 3TOM Hy:KHO NOMHHUTH, UYTO ZIOCTYI K He)KeJaTeJbHbIM
MarepuaJiaM MOXKHO JIETKO 3a0JIOKMPOBAaTh NPH IOMOINM CPEeACTB PojuTesbckoro
KOHTPOJIS.

CoBeTnl 110 6€30I1aCHOCTH JJIs1 AeTEH OT 9 JI0 12 JIET

1. Co3zaiiTe CIMCOK JIOMAIIHUX ITPaBWJI ITOcelleHuss VHTepHET MpU YyYacTUU JeTell u
TpebOy¥Te ero BHITIOTHEHUS.

2. Tpebyiite oT Bamero pebenka coOII0/ieHIs HOPM HaX0K/IEHUS 32 KOMITBIOTEPOM.

3. Habmopatite 3a pebeHKOM Ipu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €MY, UTO BeI
OecriokouTech 0 ero 6€30IMaCHOCTH U BCET/|a TOTOBBI OKA3aTh My ITOMOIIIb.

4. KomnseioTep ¢ mojikiatoueHreM B VIHTepHeT J0KeH HaxOJUThCA B 00IIel KOMHaTe
IO/, IPUCMOTPOM POJIUTEJIEN.



5. Mcnonp3yiiTe cpezicTBa OJIOKUPOBAHUSA HEXKeIaTeJIbHOTO KOHTEHTA KaK /I0NOJIHEHUe
K CTaHZapTHOMY PouTeIbcKOMYy KOHTPOJIIO.

6. He 3a0pIBaiiTe NpPUHHUMATh HEMOCPEJCTBEHHOE y4yacTHE B IKU3HU peOeHKa,
OecestoBaTh C IeTHbMHU 00 UX JIpy3bsax B IHTepHETE.

7. HacrauBaiiTe, 4TOOBI JIETU HUKOT/IA HE COTJIAIIAINCH HA JIMYHBIE BCTPEUH C JIPY3bIMU
o luTepHery.

8. Tlo3BosisiiTE NIETAM B3aXOJUTh TOJIBKO Ha CAWTHI U3 "0OEJIoro" CITMCKa, KOTOPBIN
CO37l1aliTe BMECTe C HUMU.

9. Ilpuyuyure jeTeli HUKOrZAa HE BBIJABaTh JIMYHYI0O HHQOPMAIUIO CPEACTBAMU
BJIEKTPOHHOU TIOUTHI, YATOB, CHCTEeM MTHOBEHHOTO oOOMeHa COOOIIEeHUAMH,
perucTpanuoHHbIX (OpPM, JIMYHBIX NMpoduiel W MPU PErUCTpalui Ha KOHKYPCHI B
WNHTepHere.

10. [IpuyunTe feTel He 3arpy’kaTh MporpamMMbl 6e3 Barero paspernienus. OObsicHUTE
UM, UYTO OHHM MOTYT CJIyYailHO B3arpy3WTh BUPYChl WJIH JpPyroe HeXKeJaTeJIbHOe
IIpOrpaMMHOe obecrieueHue.

11. Cosparite Bamemy peOeHKY OTpaHHMYEHHYIO0 YYETHYIO 3aIlich I paboThl Ha
KOMIIbIOTEPE.

12. IIpuyuurte Bamiero pebGeHka cooOmaTe BaM O JIIOOBIX YIpo3ax WU TPEBOTaX,
cBA3aHHBIX ¢ VIHTepHeTOoM. HamoMHuTE J1eTAM, UTO OHU B 0€30MaCHOCTH, €CJIU CaMU
pacckasajiy BaM O CBOMX TPeBOTaX U OITaCeHUAX.

13. Pacckaskure geTsam o mopHorpaduu B IHTEepHETE.

14. HacrauBailiTe Ha TOM, 4YTOOBI JE€TH MPEAOCTABJISUIM BaM JIOCTYII K CBOEH
BJIEKTPOHHOU MOYTE, YTOOBI BbI yOE/ITMIIUCH, UTO OHU HE OOIIAIOTCA C HE3HAKOMITAMH.

15. OObBsACHUTE [JeTsAM, 4YTO HeJNb3Ad HCIOJb30BaTh CeTh JJIA XyJIUTAHCTBA,
pacrpocTpaHeHus CIVIeTeH WU yTPO3.

Boapacr nereit ot 13 10 17 JIeT

B 3TOM BO3pacTe MOJPOCTKU aKTUBHO HCIIOJIB3YIOT IIOUCKOBBIE MAIIUHBI, MTOJIB3YIOTCS
BJIEKTPOHHOHM IOYTOH, CJIy;kOaMH MTHOBEHHOTO OOMEHa COOOIIEHHSMHU, CKAUHBAIOT
My3bIKy W GWIbMBI. MajbuyMKaM B 3TOM Bo3pacTe OOJIbIlE IO HPaBy CMeETaTh BCE
OTpaHUYEHUs, OHU KAKAYT rpybOT0 I0MOpA, a3apPTHHIX UT'D, KAPTUHOK "JIJIsT B3POC/IBIX .
JleBoUuKkM TpeJlIoyuTaoT oOmaTtbcd B YaTax, INPU 5TOM OHU Topaszfo Oosee
YyBCTBUTEJILHBI K CEKCYaJIbHBIM JJOMOTATeIhLCTBAM B IHTepHEeTe.

3a4acTyio B JAHHOM BO3pacTe POJUTEIISAM YKe BEChbMa CJI03KHO KOHTPOJIMPOBATH CBOUX
JeTel, Tak Kak 00 VIHTepHeTe OHM y)Ke 3HAIOT 3HAUUTEIBLHO OOJIbIIIE CBOUX POAUTENIEN.
Tem He MeHee, He OTIIyCKaWTe JieTell B '"cBOOOmHOe IuTaBaHue" 10 HHTepHeETY.
CrapaiiTech aKTUBHO Y4acTBOBaTh B 00IleHNU peOeHKa B VIHTEpHeTe.

BakHO TmTO-TIpelkHEMY CTpOrO coOofaTh TpaBwia HHTepHeT-0e30MMacHOCTH -
corJiallleHe MEXKAY POAUTENSIMH U JAeTbMH. KpoMme TOro, HeoOXOAMMO KaK MOKHO
yalme mpocMaTpUBaTh OTUETHI O JiesiTeJIbHOCTH JleTei B MHTepHeTe. Cie/ryer 0OpaTUTh
BHUMAaHUE Ha HeOOXOAUMOCTb COJIEPKAHUSA POJUTENbCKUX Maposied (mapoJsieit



aIMIHUCTPATOPOB) B CTPOTOM CeKpeTe W OOpaTUTh BHHMaHHE Ha CTPOTOCTh 3THUX
rapoJien.

CoBeTsI 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 10 17 JIET

1. CosmaiiTe CHOHCOK JIOMAIlHUX IIPaBWI IocelleHWsi VIHTepHeTa NpPU Yy4acTUU
MO/IDOCTKOB U TpeOyiiTe 06e3yCJIOBHOTO ero BbIMoHeHus. OOroBoputre ¢ peGEHKOM
CIIMCOK 3allpellleHHbIX caiiToB ("depHBbI cHHCOK"), 4yackl paboTel B IHTEpHeTe,
PYKOBO/ICTBO 110 0611ieHuUI0 B FIHTEpHETE (B TOM YHCJIE B UATAX).

2. KoMnpooTep ¢ MOAKIIOYEHMEM K ceTh VIHTepHEeT JO0JKEH HaxOJUTbCs B 0OIIen
KOMHare.

3. He 3a0biBaiiTe OecezioBath C IeThbMU 00 UX APYy3bsax B VIHTepHeTe, 0 TOM, YeM OHHU
3aHATHI TAKUM 00pa3oM, OYATO peub UAET O APY3biIX B peasibHOU ku3HU. CripalinBanTe
0 JIIO/SIX, ¢ KOTOPBIMH JIETH OOIIAIOTCA IOCPEACTBOM CJIY»KO MTHOBEHHOTO OOMeHa
COOOIIEeHUSAMU, UTOOBI YOETUTHCS, YTO ST JIIOAN UM 3HAKOMBI.

4. Ucrionp3yliTe cpejicTBa OJIOKMPOBAHUSA HexkeJlaTeJIbHOTO KOHTEHTA KaK /0NOoJIHEeHNe
K CTaH/IapTHOMY Po/iuTeIhcKOMY KOHTPOJIIO.

5. HeobOxommmo B3HaTh, KaKMMH 4YaTaMH IMOJb3yIOTcA Bamu geru. Iloompsiite
HCIIOJIb30BAaHUE MOJEPUPYEMBIX YaTOB M HAacTauBaiiTe, YTOOBI JETU HE OOIIAIHNCH B
IIPUBATHOM PEXXUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JIETU HUKOI/IA HE BCTPEUAJINCH JIMYHO C JAPY3bAMU U3
cetu IHTEpHET.

7. llpuyumTe JleTell He BbBIIABATh CBOIO JIMYHYI0O HHQPOPMAIUIO CpeZCTBAMU
BJIEKTPOHHOM IOYTBHI, YaTOB, CHCTEM MI'HOBEHHOTO OOMEHa COOOIIEHUSIMH,
perucTpallMOHHBIX (OPM, JIMUHBIX Npoduieldl U ONpU PETUCTPAllUU HAa KOHKYPCHI B
HNHuTepHere.

8. IIpuyuure fereil He 3arpy:kaTh nporpammsl 6e3 Barmero paspemenus. O0bscHUTE
MM, UYTO OHHU MOTYT CJy4allHO 3arpy3uTh BHUPYChl WIH JIpyroe HeKeJaTeJIbHOe
IIpOrpaMMHOe obecIieueHue.

9. Ilpuyuure Bamiero pebGeHka cooOmaTh BaM O JIIOOBIX YIpo3ax WJIM TPEBOTAX,
cBA3aHHBIX ¢ MIHTepHeTOM. HamoMHuTE JIeTAM, YTO OHU B G€30MaCHOCTH, €CJIM CaAaMHU
pacckazaJii BaM, O CBOUX YIpo3aX WJIM TpeBorax. IloxBajiuTe WX UM IIOCOBETYHTE
IIOJTOUTH elrfe pa3 B IMOT00HBIX CITyJasX.

10. Pacckaxkure aetdam o l'IOpHOI‘pa(l)I/II/I B I/IHTepHeTe. ITomorure UM 3alIUTUTBHCA OT
CIiaMa. HaquTe IIOAPOCTKOB H€ BblJaBaTb B I/IHTepHeTe CBOE€ro peajabHOIo
SJIEKTPOHHOI'O azapeca, HE OTBe€UaTb Ha HeXXejlaTeJIbHble IIMCbMa M HCIIOJIb30BaTh
ClielilaJIbHbIE IIOYTOBbIE (1)I/IJIprbI.

11. [TpuyunTe cebst 3HAKOMHUTHCS C CAUTAMU, KOTOPBIE ITOCEIIAIOT IO POCTKH.

12. HayuwuTe feTell yBakaTh PYTHUX B HHTEpHETe. Y0eauTeCh, YTO OHU 3HAIOT O TOM, UTO
IIpaBIJIa XOPOIIIero MOBeJIeHU JIENCTBYIOT Be3/Ie - ke B BUPTYaJIbHOM MUpe.

13. OObsicHUTE JeTsAM, YTO HU B KOEM CJIydyae HeJIb3sl HCIOJb30BaTh CeTh I
XyJIMTAHCTBA, PACIPOCTPAHEHUS CIIETEH WJIN YTPO3 APYTUM JIIOJISIM.



14. O6cyanTe ¢ MOJPOCTKAMU IPOOJIEMBI CETEBBIX a3apTHHIX WUTP U HUX BO3MOXKHBIN
puck. HanmomHure, 4To IeTH He MOTYT UI'PATh B 3TH UT'PBI COTJIACHO 3aKOHY.

ITocTossHHO KOHTpOJIMpYHTEe HcHoJb30BaHUe IHTepHeTa Bamum pebenkom! ITo He
HapyllleHWe ero JIMYHOTO IIPOCTPAaHCTBA, a Mepa IIPEeJOCTOPOXKHOCTH U IIPOABJICHUE
Bamreit poguTenbCcKol OTBETCTBEHHOCTU U 3a00THI.
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